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DETAILED ACTION 
Response to Amendment 

1. This action is in response to the amendment filed 12/20/06. Claims 1, 
21-22, 25, 33-34 and 39-40 have been amended. 

Response to Arguments 

2. Applicant's arguments, see page 10, filed 12/20/06, with respect to 
the rejections of claims 2-3 under 35 USC 112, first paragraph as failing to 
comply with the written description requirement have been fully considered 
and are persuasive. Therefore, the rejections have been withdrawn. 

3. Applicant's arguments, see the second paragraph of page 11, with 
respect to the rejections of claims 33-34 under 35 USC 112, first paragraph 
as failing to comply with the enablement requirement have been fully 
considered and are persuasive. Therefore, the rejections have been 
withdrawn. 

4. Applicant's arguments with respect to claims 1, 21, 25 and 40 (page 
12) have been considered but are not persuasive. Applicant's amendments 
have necessitated a new search and new grounds of rejection. 
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5. Applicant's arguments (the last paragraph of page 12) with respect to 
the rejection of claim 39 under 35 USC 102(e) have been fully considered 
but they are not persuasive. Since claim 39 does not have any limitation 
regarding transmitting the first decryption information, Raith (6,510,515) 
anticipates the claim. 

Claim Rejections - 35 USC §112 

6. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and 
distinctly claiming the subject matter which the applicant regards as his invention. 

7. Claims 21-24 are rejected under 35 U.S.C. 112, second paragraph, as 
being incomplete for omitting essential elements, such omission amounting 
to a gap between the elements. See MPEP § 2172.01. Regarding claim 21, 
the omitted element is: the transmission channel used for transmitting the 
service in the last step. There are two different channels being used for data 
transmission; therefore, a transmission channel must be specified for each 
transmission. Claims that are not specifically addressed are rejected by 
virtue of their dependency. 

8. Claims 25-36 are rejected under 35 U.S.C. 112, second paragraph, as 
being incomplete for omitting essential steps, such omission amounting to a 
gap between the steps. See MPEP § 2172.01. Regarding claim 25, the 
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omitted step is: receiving the service over a unidirectional channel, wherein 
the service is encrypted with encryption information corresponding to the 
second decryption information. Without this receiving step, service cannot 
be decrypted using the second decryption information. Claims that are not 
specifically addressed are rejected by virtue of their dependency. 



Claim Rejections - 35 USC §102 

9. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in 
this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for 
patent or (2) a patent granted on an application for patent by another filed in the United 
States before the invention by the applicant for patent, except.that an international 
application filed under the treaty defined in section 351(a) shall have the effects for 
purposes of this subsection of an application filed in the United States only if the 
international application designated the United States and was published under Article 
21(2) of such treaty in the English language. 

10. Claim 39 is rejected under 35 U.S.C. 102(e) as being anticipated by 
Raith (6,510,515). Raith discloses a method for controlling access to 
encrypted broadcast services, comprising: receiving a request for a service 
from a requestor; authenticating the requestor (col. 12, line 17-67); 
installing key kn on a device of the requestor; transmitting the service, 
encrypted with kn, over a unidirectional channel; generating key kn+1, for 



use in decrypting the service at a later time; transmitting key kn+1 over the 
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unidirectional channel; and transmitting the service encrypted with key kn+1 
over the unidirectional channel (Abstract; fig. 7; col. 10, line 64 - col. 11, 
line 26). 

Claim Rejections - 35 USC §103 

11. The following is a quotation of 35 U.S.C. 103(a) which forms the basis 
for all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a 
whole would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

12. Claims 1-8, 11, 13-27, 29-36 and 39-41 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Lee et al. (4,484,027) in view of 
Wasilewski et al. (6,516,412). Lee discloses a method for key distribution in 
a conditional access system (Abstract; figure). 

Regarding claims 1-7, 11, 16-19, 21-27, 32, 35-36 and 39-41, Lee 
specifically discloses a method comprising: transmitting first decryption 
information (i.e., a monthly key) to a requestor over a unidirectional channel 
wherein the first decryption information decrypts the service (col. 3, lines 
17-31, 54-67; col. 7, lines 1-10); transmitting the service, encrypted with 
encryption information corresponding to the first decryption information 
(i.e., a pseudo-random sequence based on the monthly key and a random 
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number associated with the current period, the random number being 
changed periodically), over a unidirectional channel (col. 3, lines 32-49); 
generating second decryption information for use in decrypting the service 
(i.e., a new random number for the next period); transmitting the second 
decryption information over the unidirectional channel wherein the second 
decryption information decrypts the service (col. 3, lines 50-53; col. 4, lines 
1-10); and transmitting the service, encrypted with encryption information 
corresponding to the second decryption information (i.e., a pseudo-random 
sequence based on the monthly key and the new random number) rather 
than with encryption information corresponding to the first decryption 
information, over the unidirectional channel (col. 3; lines 32-49). 

Lee does not disclose utilizing a bi-directional channel together with 
the unidirectional channel in the conditional access system. Specifically, Lee 
does not disclose receiving a request for a service from a requestor over a 
bi-directional channel; authenticating the requestor using information from 
the request, and transmitting the monthly key to the requestor over the bi- 
directional channel. Wasilewski discloses a conditional access system that 
utilizes both a unidirectional channel and a bi-directional channel (Abstract; 
figure 6). Specifically, Wasilewski discloses receiving a request for a service 
from a requestor over a bi-directional channel (col. 31, lines 25-63; col. 34, 
lines 1-12); authenticating the requestor using information from the request 
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(col. 12, line 44 - col. 13, line 9; col. 34, lines 13-44) and transmitting a 
monthly key to the requestor over the bi-directional channel (col. 4, line 63 
- col. 5, line 12; col. 6, lines 25-61; col. 16, line 63 - col. 17, line 13; col. 
38, lines 12-17). It would have been obvious to one of ordinary skill in the 
art at the time the invention was made to incorporate Wasilewski's utilization 
of a bi-directional channel into Lee's conditional access system. Specifically, 
it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Lee method to receive a request for a service 
from a requestor over a bi-directional channel, authenticate the requestor 
using information from the request, and transmit the monthly key to the 
requestor over the bi-directional channel, as taught by Wasilewski. The 
motivation for doing so would have been to permit a set-top box to send a 
message to the service provider, thereby permitting various interactive 
services. 

Regarding claim 8, Wasilewski further discloses that the bidirectional 
channel is one of a wireless network (col. 4, lines 41-43; col. 5, lines 5-9). 

Regarding claims 13 and 29, Wasilewski further discloses that 
authentication is performed using a user ID and a PIN, which meets the 
limitation of a password (col. 4, lines 45-53). 

Regarding claims 14-15 and 30-31, Wasilewski further discloses 
authenticating the requestor using a public key encryption scheme 
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associated with the IP address of the requestor (col. 34, lines 13-44; col. 42, 
line 59 - col. 43, line 12) 

Regarding claim 20, Lee does not disclose retransmitting the second 
decryption information over the unidirectional channel. Wasilewski discloses 
retransmitting second decryption information over a unidirectional channel 
(col. 4, lines 34-36). It would have been obvious to one of ordinary skill in 
the art at the time the invention was made to modify Lee method further to 
retransmit the second decryption information over the unidirectional 
channel, as taught by Wasilewski, so that it would be immediately available 
to any new viewer. 

Regarding claim 33, Lee further discloses determining the correct key 
for decrypting the service after a loss of service (col. 4, lines 50-56). 

Regarding claim 34, when the subscriber does not have the correct 
monthly key (i.e., not a paid subscriber), inherently, the subscriber must 
contact the system in order to receive the current monthly key. 

13. Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Lee in view of Wasilewski as applied to claim 8 above, and further in view of 
Vieweg et al (6,748,082). Wasilewski discloses that the bidirectional channel 
is one of a wireless network; however, Wasilewski does not disclose that the 
wireless network is a GSM network. Vieweg discloses using a GSM network 
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(col. 2, line 66 - col. 3, line 2). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the 
combined method of Wasilewski and Lee to use a GSM network, as taught by 
Vieweg. It is particularly simple, and, in terms of automatization-ability, 
efficient for transmission to be in the form of a digital mobile radio short 
message like GSM-SMS (col. 2, lines 45-50). 

14. Claim 10 is rejected under 35 U.S.C. 103(a) as being unpatentable 
over Lee in view of Wasilewski as applied to claim 8 above, and further in 
view of Gulcu et al (6,925,562). Wasilewski discloses that the bidirectional 
channel is one of a wireless network; however, Wasilewski does not disclose 
that the wireless network is a Bluetooth network. Vieweg discloses using a 
Bluetooth network (col. 2, lines 6-27). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the 
combined method of Wasilewski and Lee to use a Bluetooth network, as 
taught by Gulcu. Bluetooth technology would allow users to connect a wide 
range of devices easily and quickly, without the need for cables, expanding 
communications capabilities for mobile devices. 

15. Claims 12 and 28 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lee in view of Wasilewski as applied to claim 1 above, and 
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further in view of Raith (6,510,515). Wasilewski does not disclose that the 
authentication is performed using a SIM card number. Raith discloses 
performing authentication using a SIM card number in a conditional access 
system (col. 1, line 60 - col. 2, line 10; col. 11, lines 37-60). It would have 
been obvious to one of ordinary skill in the art at the time the invention was 
made to modify the combined method of Wasilewski arid Lee such that the 
authentication is performed using a SIM card number, as taught by Raith, in 
order to allow the system to verify the SIM card. 

Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to Minh Dinh whose telephone number 
is 571-272-3802. The examiner can normally be reached on Mon-Fri: 
10:00am-6:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Gilberto Barron can be reached on 571-272-3799. 
The fax phone number for the organization where this application or 
proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained 
from the Patent Application Information Retrieval (PAIR) system. Status 
information for published applications may be obtained from either Private 
PAIR or Public PAIR. Status information for unpublished applications is 
available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic Business Center 
(EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272- 
1000. 
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Examiner 
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